
Master thesis proposal

Towards a large network-traffic dataset

Today’s machine-learning models need vast amounts of data. In particular, this is the case for
foundation models, such as the recently proposed GPT-3 model that was trained on hundreds of
billions of samples of text [1]. Machine learning is also becoming an important tool in the network
security field, for example to detect malicious traffic [5, 7]. Unfortunately, the amount of available
training data for network traffic-based models is very limited. The goal of this thesis is to change
this.

Goal The long-term goal is to generate a large network traffic dataset (pcap traces and descrip-
tions). In this thesis, we will focus on web-browsing traffic. We plan to create this dataset using
web browser automation and by running experiments in various environments (i.e., networks with
different characteristics). Developing a GPT-like model is out of scope for this thesis. However, part
of the thesis is to use the collected dataset to evaluate existing traffic-analysis attacks and ideally
reproduce the results of the respective papers. These traffic-analysis attacks try to identify the visited
website solely based on metadata of encrypted traffic (e.g., packet sizes and timing information).

Work packages The thesis consists of the following three work packages:

• WP1: Automated web browsing and traffic recording
The goal of this work package is to develop a system that uses web browser automation (e.g.,
using Selenium [2]) to simulate a user that browses on real websites. This system should be
running in different environments (e.g., using virtual machines in different locations) and record
the traffic as well as the contents of the visited websites.

• WP2: Automated generation of website descriptions
The goal of this work package is to automatically generate descriptions of the visited websites
in different granularities. A simple way to describe a website is through its domain name.
However, we also need more detailed descriptions (e.g., based on website metadata, contents
or other sources). These descriptions will later be used to train a machine learning model.

• WP3: Evaluation with existing traffic-analysis attacks
The goal of this work package is to use the previously created dataset to evaluate existing
traffic-analysis attacks. We will consider published attacks such as [3, 4, 6] and evaluate the
impact of the network environment on the performance of these attacks.
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