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Background

Analyzing and understanding network activity can be extremely challenging in large and heteroge-

neous networks. The use of machine learning classifiers, complementary to classical intrusion detection systems
to identify malicious activity is gaining importance. In order to allow live detection, classifiers are trained on small
and efficiently computable feature sets, i.e., based on the flow’s metatata, timing and volume. While such systems
typically work well in settings where the adversary does not know of their existence, adversarial inputs can easily
fool them by altering packets aspect and number without changing the effective payload of the flow.

Goals

The high-level goal of this thesis is to analyze existing classifiers and to develop a system to circumvent

them. We will start with a classifier that we developed in our group [3] and which was tested on data from the
worlds largest cyber defense exercise [1]. As a final result, we envision a system that can modify network traffic
in real time such that classifiers fail. For example, this could be achieved by (i) implementing a proxy; (ii) using
programmable data planes [2]; or modifying the operating system’s networking stack.
More precisely, the tasks of this thesis are the following:
• Analyze existing network traffic classifiers and measure their robustness against malicious inputs
• Implement a system that transparently modifies network traffic such that the classifier’s outcome is wrong
• Evaluate the effectiveness of the resulting system as well as its impact on the network performance
• Propose measures to improve the classifiers robustness
If promising, the results of this work are expected to be used in a follow-up international cyber defense exercise.

Requirements
• Knowledge in communication networks
• Knowledge in machine learning
• Programming skills (e.g., Python)

Contacts

This thesis is offered in collaboration with armasuisse Science and Technology within the Cyber Defence

Campus initiative and can be performed either at ETH or at the research labs of armasuisse in Thun. If you are
interested in the topic, please contact us:
• Roland Meier, meierrol@ethz.ch
• Dr. Luca Gambazzi, luca.gambazzi@ar.admin.ch
• Prof. Dr. Laurent Vanbever, lvanbever@ethz.ch
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