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A multitude of wireless technologies are used by air traffic communication systems during different flight phases.
From a conceptual perspective, many of them are insecure as security was never part of their design and the
evolution of wireless security in aviation did not keep up with the state of the art [1,2,3].
Recent contributions from academic and hacking communities have exploited this inherent vulnerability and
demonstrated attacks on some of these technologies. However, all of these demonstrations have been conducted
on a theoretical basis or in a lab setting with simulated hardware.
In this dissertation, your will use the newly established Avionics Lab at the Cyber-Defence Campus in Thun in
order to conduct wireless attacks (e.g., spoofing, jamming) on real, certifiable aircraft avionics. Possible attack
vectors include the GPS-System or the aircraft transponder and the Traffic Collision Avoidance System (TCAS). The
goal is to evaluate the behaviour of the different subsystems under adverse conditions and to suggest possible
countermeasures.
Beyond the wireless attack vectors, there is the possibility to test the software implementations security used in
the avionics hardware, for example through modern fuzzing methods.

Requirements
• Knowledge of software-defined radio hard- and software (e.g., GNU Radio).
• Working understanding of radio frequency communication and physical-layer concepts.
• Programming knowledge in languages necessary, potentially also on a lower level (e.g., C)
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