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The goal of this Master thesis is to preciselymeasure themagnitude and the duration of all transient violations of a given
network specification φ caused by the convergence process of distributed protocols running on top of a programmable
data plane.

Why is it an interesting problem?

Thus far correctly-configured networks only guarantee their properties in the steady state—once the (distributed) rout-
ing protocols have fully converged. Concretely this means that important invariants (loop-freedom, blackhole-freedom,
load-balancing, way-pointing, isolation, etc.) can be transiently violated after e.g. after a link goes up/down or an exter-
nal BGP route appears/disappears. Our initial research shows that these transient violations can be: (i) numerous; (ii)
unavoidable; and (iii) long-lasting. Today’s networks do not monitor for transient violations, at least not reliably. Yet,

“Measurement is the first step that leads to control and eventually to improvement. If you can’t measure some-
thing, you can’t understand it. If you can’t understand it, you can’t control it. If you can’t control it, you can’t
improve it.” – Dr. H. James Harrington

Related work:

In the context of distributed routing protocols:

• “A fine-grained multi-source measurement platform correlating routing transitions with packet losses” [2] & the
papers it cites.

Limitations: Theseworksonly consider loop-freedom/blackholes, that is, lossesof connectivity. The ideahere is to extend
the verification to any property φ.

In the context of centralized controller/SDN:

• VeriDP [4].

• P4Consist [3].

• DBVal: Validating P4 Data Plane Runtime Behavior [1]

Limitations: These works only consider centralized control planes.
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