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BGP, the de-facto inter-domain routing protocol, converges slowly upon failures [9, 11]. In addition, failures may affect
a large number of prefixes, and the time it takes for a router to update the data plane increases linearly with the number
of prefixes to update [3]. Putting everything together, an Internet failure can result in minutes of downtime— enough to
potentially violate the SLAs of an ISP and degrade its reputation. Many fast reroute systems have been designed in the
past to speed up the convergence, but they only focus on local failures [4,7], i.e., the ones occurring in the ISP’s network,
or require to change the protocols [10].

Fortunately, our group has recently developed systems to quickly detect local and remote Internet failures and reroute
traffic to restore connectivity. The first one is SWIFT [9], a system that focuses on large Internet failures affecting thou-
sandsofprefixes. Tospeedupconvergence, SWIFTpredicts theextentof a remote failure froma fewreceivedBGPupdates,
leveraging the fact that such updates are correlated (e.g., they share the same AS path), and then reroutes the traffic for all
the affected prefixes with just few data-plane updates that match on data-plane tags embedded in each data packet. The
fundamental problemwith SWIFT though, is that it can takeminutes for the first BGP update to propagate after the cor-
responding failure data-plane failure. To answer this problem, we then designed Blink [8], a system that detects Internet
failures and reroutes traffic entirely in the data plane using the recent programmable switches [5, 6] (such as Tofino [1]).
Blink is able to detect a failure within few seconds by looking at the TCP retransmissions of the TCP flows, and can imme-
diately reroute traffic, at line rate. But because Blink runs in the data plane, it has limited resources and only uses simple
algorithms (e.g., a static threshold to infer failures) that run on aper-prefix basis. Consequently, Blink onlyworks for com-
plete failures (i.e., the ones affecting all the flows destined to a prefix), requires some extra time to recover connectivity if
the first back next-hop is also affected by the failure, and only works for a limited number of prefixes (up to 10k prefixes
while there are more than 700k advertised prefixes nowadays [2]).

In this thesis, the goal is to combine some of themechanisms used in SWIFT andBlink in order to build a new fast reroute
system that solves the aforementioned problems. To be fast, the new systemwill rely on data plane signals (like in Blink),
and will then run the main algorithms in the control plane so as to have more resources to run advanced algorithms
(such as the ones used in SWIFT). This design can be achieved simply by mirroring the TCP flows that Blink monitors to
a controller which then runs the advanced algorithms and triggers the rerouting when it detects a failure.

During the thesis, the student is expected to look at how information frommultiple prefixes can be combined to improve
the rerouting. For example, combining information frommultiple prefixes could allow the system to localize a failure so
as to reroute around it thanks to a data-plane encoding. This is similar to SWIFT, but instead of the BGP updates, the
input is now the data-plane signals (TCP retransmissions). Combining multiple prefixes can also strengthen the signal
and improve the accuracy of the system, in particular for partial failureswhere theper-prefix signalsmaybe to low to infer
any failure.



Milestones

• Understand SWIFT, Blink, and their pros and cons;

• Study how can we improve the rerouting by combining the signals frommultiple prefixes, and propose new algo-
rithms to do that.

• Implement the proposed algorithms fully in Python (or a similar language) and evaluate themon real and synthetic
traces.

• Implement the end-to-end system, with its P4 part (data plane) and Python part (control plane).

• Finally, test the system on a Tofino switch and a dedicated server that we have in our lab.

Prerequisites

• Being able to program in Python, good knowledge in UNIX-like systems, some knowledge in P4 is a plus;

• Communication Networks (227-0120-00L), or equivalents.

Contact

• Thomas Holterbach, thomahol@ethz.ch

• Prof. Dr. Laurent Vanbever, lvanbever@ethz.ch
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