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Network operators deal with unforeseen events every day. From link failures to neighboring peers updating route

information, these events are causing the network to reconverge. Typically, network operators design their net-

works to be resilient to such events, such that the converged state still satisfies their network specification. How-

ever, they typically ignore effects during convergence—major network outages can and do appear during conver-

gence, causing blackholes and forwarding loops for several minutes.

The SWITCH network experienced a prime example of such a transient convergence issue; upon a link failure to

a peering IXP caused forwarding loops inside their network for around 250’000 prefixes, violating reachability for

several minutes.

In Snowcap [8], a recent publication of our group, we have explored safe configuration migrations in large-scale

networks. There, we argue what happens in the transient state when any network device is reconfigured. We found

sufficient, but not necessary conditions to show that waypointing properties are satisfied during convergence.

However, this condition is not able to reason about reachability.

The goal of this project is to analyze the convergence behavior of a network under any event. We would like to

answer the following research question:

Given a topology G, a (network-wide) configuration C that satisfies specification φ and an event e that

triggers reconvergence (where both the initial state S0 î φ and the final state Sn î φ satisfy the spec-

ification), can we figure out if there exists an ordering of messages [m1,m2, . . . ,mn] (resulting in the

intermediate states [S0, S1, S2, . . . , Sn]), for which there exists an intermediate state Sk 6î φ which violates

the specification? Can we find such an ordering?

The main challenge of this project is that simply enumerating all possible message orderings is infeasible; First,

this search space grows very quickly, i.e., O(n!), and second, the messages will change depending on the order in

which they are processed. In addition, the final network state may depend on the ordering of the messages [3],

and there might exist events (or specific message orderings) that never converge [4].

Fortunately, a lot of work has been done in the research area or programming languages to analyze event-driven

applications using stateless model checking [2, 6]. Similar ideas might be applicable to distributed routing pro-

tocols. This problem can also be attacked from an adversarial perspective; By semantically reason about what

exactly needs to happen for the specification to be violated, using techniques from the networking research com-

munity [1,4,5,7,8].

Requirements This thesis is best suited for students with:

• An interest in program verification and formal methods.

• Familiarity with formal reasoning and proof techniques.

• A good knowledge of BGP. Ideally, you have followed “Communication Networks” (or equivalent) and per-

formed well in the routing project.

• Good programming skills (in any language).
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