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These concepts are not sufficient to understand 
how the Internet practically works



In practice, there are peering agreements with stringent SLAs 

Network operators talking 
during NANOG'76



IXP Country Jedi 
Emile Aben

In practice, there are thousands of ASes and  
connectivity must be monitored network-wide



In practice, debugging can be tricky

NANOG mailing list 
December 9, 2019



At ETH Zurich, we let the students operate their own mini-Internet, 
altogether, like if they were the network operators
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The AS-level topology we use 
in our mini-Internet
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The mini-Internet runs in a single server

Each component (router, switch and host) 
runs in its own docker container

We use the state of the art software suite 
for the routers and switches

With connect the containers following  
the topology using virtual links



1. The mini-Internet mimics the real one and is entirely virtual

2. The mini-Internet turns the students into network operators

3. The mini-Internet provides students with tools to ease operations
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We give one transit AS and one IP prefix to each group of students 

Goal: enabling Internet-wide connectivity

At the beginning



In the L2 network 
e.g., custom spanning tree and VLANs

In the L3 network 
e.g., load-balancing

Students have to enable internal connectivity 
and perform traffic engineering



We organise a Hackathon where students gather 
to configure BGP sessions

mini-Internet Hackathon, April 19, 2018



Besides enabling BGP sessions, 
students have to implement routing policies

Following business agreements 
e.g., local-preference and exportation rules

Following preferences 
e.g., one provider is preferred



At the beginning

We give one transit AS and one IP prefix to each group of students 

This year, at the end of the project 
the mini-Internet was fully connected



Device access

Students access a so call proxy container

From there they can access every device with a single command: 
./goto.sh <device_name> <device_type>

To access a router called NEWY: 
./goto.sh NEWY router



Let’s perform a traceroute from a host
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Even a single traceroute command 
can reveal a lot of important events

Students can confirm their forwarding policies 
as well as the correct usage of IXPs

They observe load-balancing 
which at first often looks confusing in the traceroute output

We often observe that students will start to contact other groups/ASes 
for example if they observe a mistake in their policies
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Operating the mini-Internet is challenging and sometimes painful 
Fortunately, there are tools to help
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Monitoring and debugging a network is tricky 



Looking glass: the routing table of every router is available  
on a web interface

Active probing: the students can run ping and traceroute between 
any pair of ASes to test connectivity 

DNS: the students can use domain names instead of IP addresses 

Monitoring and debugging a network is tricky 
We provide monitoring and debugging tools



Students are not familiar with routers and switches’ CLI 



Students are not familiar with routers and switches’ CLI 
We provide a documentation tailored for the mini-Internet

Spring 2018 Prof. L. Vanbever/ T. Bühler, R. Birkner, T. Holterbach, R. Meier

Communication Networks

Project 1: Build your own Internet

Deadline: May 3 2018 at 11.59pm

In this document, we first introduce in §1 a set of commands you may need to configure an Open
vSwitch. We then show in §2 how to configure a Quagga router.

1 Configuring Open vSwitch

Open vSwitch1 [1] is one of the most popular software switches. It can typically be used in
virtual environnements, for instance to connect two virtual machines. When an Open vSwitch
is running, a set of commands are available to check its state and configure it. To print a brief
overview of the switch state and its parameters, you can use the following command:

> ovs-vsctl show

This command also tells you the VLANs each port belongs to. One port has the name of the
switch and has the type internal. This is a local port used by the host to communicate with the
switch. You do not need to use this port. To get more precise information about the status of
the ports, you can use the following command:

> ovs-ofctl show NAME

where NAME is the name of the switch (e.g., ETH-IRCH). To get the current configuration and
all the statistics of the switch, you can get a dump of the switch database with the following
command:

> ovsdb-client

For example one entry of the database could look like this:

> 645981b6c 0 false [] 0 false [119f5-2be8bf5] [] [] eth-oerl {stp-path-cost="100"}
[] {stp error count=0, stp rx count=312, stp tx count=3} {stp port id="8004", stp role=alternate,

stp sec in state="223", stp state=blocking} [] [10, 20] []

The information is a little bit cryptic, but we have highlighted in red the important information
that you may use for the assignment. For instance, this entry is for the port named eth-oerl,
the spanning tree path cost for this link is 100, and the spanning tree protocol has turned this
port in block mode. You can also find the cost of the path to the root bridge by looking at the
field stp root path cost (not shown here). This port is also a trunk port in VLANs 10 and 20.
You can also display information about the MAC address table of the switch with the following
command:

> ovs-appctl fdb/show NAME

with NAME the name of the switch. To change the spanning tree priority of a switch (used by
the spanning tree protocol to elect the root switch), you can use the following command:

1https://www.openvswitch.org



Students do not progress at the same speed 



We provide redundancy in the AS-level topology 
Each transit AS has two providers and two customers

We pre-configure Tier1 and Stub ASes as well as IXPs 
Enough for the students to answer most of the questions

Students do not progress at the same speed 
We ensure minimal connectivity



Students must configure many virtual devices 



Students must configure many virtual devices 
We provide tools to facilitate the remote access to the virtual devices

laptop> ssh -p 2001 root@server 
g1-proxy> ./goto.sh ZURI router

Two commands are enough to access a router



How to run your own mini-Internet?

1. Pull from our GitHub page

2. Follow the documentation

3. Define your topologies

4. Run it on your server

github.com/nsg-ethz/mini_internet_project
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1. Pull from our GitHub page

2. Follow the documentation

3. Define your topologies

4. Run it on your server

github.com/nsg-ethz/mini_internet_project

For example the internal links in: 
config/internal_links_config.txt

Or external connectivity in: 
config/external_links_config.txt

ZURI    PARI    100000    100 
ZURI    LOND    100000    1000 
...

1 ZURI Peer     2 ZURI Peer     100000 1000 3.0.1.0/24 
1 ZURI Provider 3 BOST Customer 100000 1000 9.0.3.0/24 
...

http://github.com/nsg-ethz/mini_internet_project


How to run your own mini-Internet?

1. Pull from our GitHub page

2. Follow the documentation

3. Define your topologies

4. Run it on your server

github.com/nsg-ethz/mini_internet_project
… or use a predefined one:

2016

2018

http://github.com/nsg-ethz/mini_internet_project


How to run your own mini-Internet?

1. Pull from our GitHub page

2. Follow the documentation

3. Define your topologies

4. Run it on your server

github.com/nsg-ethz/mini_internet_project
Execute a single command:

sudo ./startup.sh

Wait until your mini-Internet 
is completely built 
(varies with topology size)

Enjoy!

http://github.com/nsg-ethz/mini_internet_project
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