
Martin Strohmeier  

Aggregate-Based Congestion Control
for Pulse-Wave DDoS Defense

Vincent Lenders          

Albert Gran Alcoz

SIGCOMM

* ◇

◇ *

* ◇

August 26 2022

Laurent Vanbever



and you can fight 100 battles without fearing defeat.
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 Introducing… 

Pulse-wave DDoS attacks
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Pulse-wave DDoS attacks are composed of 

short-duration high-rate traffic pulses

Damian Menscher, Google 2021
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Pulse-wave DDoS attacks are composed of 

short-duration high-rate traffic pulses

Damian Menscher, Google 2021
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~ 1 minShort duration: 

High
Different vectors: e.g., NTP, DNSThroughput



Pulse-wave DDoS attacks exploit 

the limitations of existing defenses
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Online (packet) clustering

How to infer traffic aggregates online, in the data plane? 

Packets processed only once

Restricted computations

Limited state access

…

Hardware limitations

For each arriving packet:

Map it to closest cluster

Merge two clusters and

or

create new cluster for the packet
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How to infer traffic aggregates online, in the data plane? 

What distance to use?

How to represent packets?

How to represent clusters?

Points in the header space

Ranges (registers), sets (bloom filters)

Manhattan distance
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How to automatically mitigate inferred attacks? 

Threshold-based is vulnerable to pulse-wave

Filtering traffic is detrimental under misclassification

We can have false positives (e.g., flash crowd)

When to activate the mitigation?

How to identify malicious clusters?

How to mitigate them?



How to automatically mitigate inferred attacks? 

Extract cluster statistics

Assess clusters’ maliciousness

Synthesize scheduling policy

From the data plane, e.g. rate and size

Deprioritize most-malicious clusters
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How to automatically mitigate inferred attacks? 

… leverages the whole uncertainty spectrum

… is safe

… does not require activation

with fine-grained scheduling policies

can be always-on

only drops under congestion

Programmable

scheduling

ACC-Turbo deprioritizes malicious clusters
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Performance of more-complete versions

 github.com/nsg-ethz/ACC-Turbo

Comparison with state-of-the-art

Hardware evaluation (Tofino)

Pulse-wave DDoS mitigation

Software evaluation (NetBench)

Impact of design decisions

We evaluated ACC-Turbo on hardware and simulations 

http://github.com/nsg-ethz/ACC-Turbo
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Pulse-wave DDoS attacks target existing defenses 

by exploiting their limitations

ACC-Turbo mitigates pulse-wave DDoS attacks

at line rate, on programmable switches

ACC-Turbo combines online clustering

and programmable scheduling

github.com/nsg-ethz/ACC-Turbo

Aggregate-Based Congestion Control 

for Pulse-Wave DDoS Defense

http://github.com/nsg-ethz/ACC-Turbo

