
Revelio: A Network-Level Privacy Attack
in the Lightning Network

Theo von Arx Muoi Tran Laurent Vanbever

July 6, 2023



Sometimes a change of perspective is all it takes to see the light.
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LN provides anonymity for single-hop payments
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LN uses Onion Routing for anonymous multi-hop payments
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Colluding intermediate nodes can still deanonymize payments
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Colluding nodes need to be in a central position
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Can we deanonymize payments
without controlling central nodes?
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Revelio is a network-level deanonymization attack
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A network-level deanonymization attack is challenging
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Revelio adversaries can address these challenges
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We evaluate Revelio using large-scale simulations

Captured snapshot of LN topology
consisting of 18K nodes & 81K channels

Simulated AS-level Internet routing
of 1 000 randomly crafted LN payments

Emulated deanonymization attack
for the top ASes observing most channels
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LN is centralized at the network level
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Revelio deanonymizes a third of the endpoints of observed payments
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Revelio requires countermeasures on multiple layers

Application topology
Select intermediate LN nodes consciously

End-to-end communication

✓ under development

Random padding to hide message types

Network level
Use Tor/VPN to avoid adversarial ASes
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Revelio: A Network-Level Privacy Attack in the Lightning Network
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LN is centralized on P2P and network layer

Adversaries deanonymize ≈1/3 of payments

Revelio could potentially apply beyond LN

Theo von Arx nsg.ee.ethz.ch
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