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Packet scheduling



Packet scheduling defines what packet  

should we send next and when
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Enforce fairness

Send one packet from each class at a time RR, WFQ

Researchers have proposed dozens of scheduling algorithms  

Minimize tail latency

Prioritize packets with high slack time FIFO+, LSTF

Minimize flow completion times

Prioritize packets from short flows SRPT, PIAS



A universal scheduling algorithm does not exist 

NSDI'16



Flexibility

Universal packet scheduler

How to deploy all scheduling algorithms? 

Customized algorithms

Generality✘



Programmable

scheduling

How to deploy all scheduling algorithms? 

Universal packet scheduler

Generality✘



p.rank = f.size

f = flow(p)

Programmable scheduler

Push-In First-Out (PIFO) queues enable 

programmable scheduling
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PIFO queue 
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fixed

programmable
Rank computation



PIFO queue 
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fixed

PIFO queues are characterized by  

two key behaviors

Enqueue packets with the lowest ranks

Admission

Forward packets in rank order

Scheduling
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Multiple years

✔

✘

High performance

✘

New ASIC

How to implement PIFO queues on hardware? 

~200M $
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Enough performance ?

Programmable

switches

~200M $

✔
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High performance

✔

✘ ✔

New ASIC

~10K $

Available today

How to implement PIFO queues on hardware? 

Multiple years



Objective

Enable programmable scheduling on existing devices

to improve the Internet’s performance and security



How to use it to improve

PIFO’s admission

Incorporating 

PIFO’s scheduling

Approximating 

How to enable programmable scheduling

PACKS

[NSDI’25]

ACC-Turbo
 

[SIGCOMM’22]

DDoS attacks

Mitigating

on existing devices? the Internet’s security?

SP-PIFO

[NSDI’20]



SP-PIFO
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PIFO’s admission
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PIFO’s scheduling
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DDoS attacks

Mitigating

How to use it to improveHow to enable programmable scheduling
on existing devices? the Internet’s security?
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We can approximate PIFO queues using 

strict-priority queues One rank per queueIdeal case



Inversion

PIFO queue 
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Strict-priority  

queues

Multiple ranks per queue

In practice

We can approximate PIFO queues using 

strict-priority queues

~~



p.rank = f.size

f = flow(p)

Programmable scheduler
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445

programmable
Rank computation Strict-priority  

queues

Adaptation 

strategy

SP-PIFO approximates PIFO queues using 

strict-priority queues and a dynamic mapping strategy



Strict-priority  

queues

Input sequence

Define which packets to admit to each queue

Queue bounds

Adaptation 

strategy

433 2
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SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues



Strict-priority  

queues

Scan bottom-up, enqueue if rank >= bound

Mapping

Adaptation 

strategy

Input sequence

433 2
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SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues



Strict-priority  

queues

Adaptation 

strategy

0
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Input sequence

Scan bottom-up, enqueue if rank >= bound

Mapping

33 2

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues



Strict-priority  

queues

Input sequence

0

Adaptation 

strategy
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SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues
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Scan bottom-up, enqueue if rank >= bound

Mapping



Strict-priority  

queues

Input sequence

4

Adaptation 

strategy

0
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Set bound to packet rank after enqueue

Push-up adaptation

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues
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Strict-priority  

queues

3

Input sequence
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Scan bottom-up, enqueue if rank >= bound

Mapping

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues

4



Strict-priority  

queues

Input sequence

4

Adaptation 

strategy

3
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Set bound to packet rank after enqueue

Push-up adaptation

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues
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Strict-priority  

queues

2

Input sequence

4

Adaptation 

strategy

3
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Scan bottom-up, enqueue if rank >= bound

Mapping

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues
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Strict-priority  

queues

Input sequence

4

Adaptation 

strategy

3
3

Decrease all bounds after inversion, by inversion cost

Push-down adaptation

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues
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Strict-priority  

queues

Input sequence

3

Adaptation 

strategy

2
3

Decrease all bounds after inversion, by inversion cost

Push-down adaptation

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues
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Strict-priority  

queues

Input sequence

3

Adaptation 

strategy

2
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Scan bottom-up, enqueue if rank >= bound

Mapping

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues



Strict-priority  

queues

Input sequence

3

Adaptation 

strategy

4

2 2

3

Scan bottom-up, enqueue if rank >= bound

Mapping

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues

3
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Push-up Push-down

to high-priority queues to low-priority queues

Low-rank packets High-rank packets

SP-PIFO adapts the mapping of packet ranks 

to strict-priority queues

3
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SP-PIFO allows us to minimize flow completion times (FCTs) 
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PIFO’s admission

Incorporating 

PIFO’s scheduling

Approximating 

PACKS

[NSDI’25]

ACC-Turbo
 

[SIGCOMM’22]

DDoS attacks

Mitigating

How to use it to improveHow to enable programmable scheduling
on existing devices? the Internet’s security?

SP-PIFO

[NSDI’20]



SP-PIFO
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PIFO’s admission prevents the dropping of important packets 

PIFO queue

2 11 2 5 4

Input sequence

Input sequence

2 11 2 5 4



SP-PIFO

0

0

PIFO queue

1122

Dropped

2 11 2 5 4

Input sequence

Input sequence

2 11 2 5 4

PIFO’s admission prevents the dropping of important packets 



SP-PIFO
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5 5 4

12

Non-important packets  
take buffer space

Important packets  
are dropped

PIFO queue

1122

Dropped

2 11 2 5 4

Input sequence

Input sequence

2 11 2 5 4

PIFO’s admission prevents the dropping of important packets 



We need to preemptively block non-important packets 

Input sequence

1

2
r < 3
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Objective
Dropped

PIFO queue
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Input sequence



?

?
r < ?

PACKS

Input sequence

2 11 2 5 4

We need to preemptively block non-important packets 
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Input sequence

PACKS

Rank distribution (W)

41 2 5

1 2

2 11 2 5 4

B = 4 packets

PACKS monitors the rank distribution and the queue occupancy 

Buffer availability
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PACKS

Rank distribution (W)
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1 2

B Dropped

2 11 2 5 4

Buffer availability

B = 4 packets

PACKS monitors the rank distribution and the queue occupancy 



?

?

Input sequence

Buffer availability

B = 4 packets

Rank distribution (W)

41 2 5

1 2

B Dropped

2 11 2 5 4

rdrop = 3

r < 3

PACKS monitors the rank distribution and the queue occupancy 



Input sequence

Buffer availability

B = 4 packets

Rank distribution (W)

41 2 5

1 2

B Dropped

2 1 2 5 4

rdrop = 3

s . t . , W . quantile(rdrop − 1) ≤
B

|W |

maximize rdrop

?

?
r < 31

PACKS monitors the rank distribution and the queue occupancy 



Input sequence

Queues availability

B1 = 2 packets

Rank distribution (W)

41 2 5

1 2

Dropped

2 1 2 5 4

B2 = 2 packets

?

?
1 r < 3

PACKS monitors the rank distribution and the queue occupancy 



PACKS monitors the rank distribution and the queue occupancy 

Input sequence

Queues availability

B1 = 2 packets

Rank distribution (W)

41 2 5

1 2

Dropped

2 1 2 5 4

B2 = 2 packets

B1 B2

?

?
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PACKS monitors the rank distribution and the queue occupancy 

Input sequence

1

2

Rank distribution (W)

41 2 5

1 2

Dropped

2 11 2 5 4

B1 B2

q1 = 1, q2 = 2

11

22
r < 3



Window-based

PACKS

No queue information

No traffic knowledge

Per-packet heuristic

SP-PIFO

Rank-distribution aware

Queue-occupancy aware



Scheduling

PACKS

Scheduling

SP-PIFO

Admission

✔ ✔

✔
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PIFO’s admission

Incorporating 

PIFO’s scheduling

Approximating 

PACKS

[NSDI’25]

ACC-Turbo
 

[SIGCOMM’22]

DDoS attacks

Mitigating

How to use it to improveHow to enable programmable scheduling
on existing devices? the Internet’s security?

SP-PIFO

[NSDI’20]



Pulse-wave DDoS attacks are an extreme case of congestion 

Time07:00 07:30 08:00 08:30

~ 1 minShort duration: 

High
Different vectors (NTP, DNS …)Throughput

Damian Menscher, Google 2021



A pulse-wave DDoS defense needs to be … 

Generic

detection

Fast

reaction
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with limited resources

with uncertainty
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Generic

detection

Fast

reaction

A pulse-wave DDoS defense needs to be … 

Unsupervised techniques

In-network, at line rate

with limited resources

with uncertainty

Risk of false positives

Safe

mitigation

Limited impact

under misclassification

Filtering

Rerouting
✘

✘



Generic

detection

Safe

mitigation

Fast

reaction

A pulse-wave DDoS defense needs to be … 

Programmable
scheduling 

Unsupervised techniques

In-network, at line rate

with limited resources

with uncertainty

Limited impact

under misclassification

Risk of false positives



Programmable scheduling is a safe mitigation technique 

Leverages the whole uncertainty spectrum

Only drops under congestion

Does not require activation

with fine-grained scheduling policies

can be always-on

starting by most-malicious packets



C4

C2

C3 C1

In-network  
online clustering

4

Data plane
Programmable 
scheduling

666

2

3

1

Assess clusters Control plane
Cluster 
statistics

ACC-Turbo utilizes online clustering and programmable scheduling 
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