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What do you call a team of network engineers?
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Large-scale Internet outages are too common.
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Large-scale Internet outages are too common.
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Networks are complex systems, they . . .
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. . . span across thousands of routers and edges . . .
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. . . run complex configurations. . .
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. . . depend on external announcements. . .
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. . . and are exposed to device failures.
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Verification
Does the configuration satisfy the operators’ specification?

in all environments?
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Limitations
Typically, verifiers encode the network and specification
and use generic solvers to find a counter-example.

Network & Config
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Encoding Solver

✓ correct

p counter-example
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Limitations
Traditionally, verifiers explore the space of environments.

While operators reason about networks states.
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Limitations Loss of networking context for the verification
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Operators reason
about the state

✓

p

8



Improvement 1 A single counter-example is not very informative.

Environment Network State
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Improvement 1 Instead of single edge case

✓

p

E.g. Zürich is disconnected if
AS-3 announces a route with
AS-path length 4
and community 3:1000
and link zh-bsl is down
and AS-2 does not announce a route
and blablabla
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Improvement 1
Fully characterise the routing states
with the corresponding subspace of environments.

✓
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E.g. Zürich is disconnected if
AS-3 announces a route with
AS-path length greater than 2.
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Improvement 2 Exploring routing states lets you guide your exploration

Look only where you expect
mistakes

and where it matters
most first

✓

p
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Improvement 2 Exploring routing states lets you guide your exploration

Look only where you expect
mistakes

and where it matters
most first
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E.g. only explore the states where
at least one router is disconnected.
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Improvement 2 Exploring routing states lets you guide your exploration

Look only where you expect
mistakes and where it matters
most first

✓
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e.g. by increasing number
of link failures
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Verification Should be read right to left!
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The challenge is therefore to explore the space of routing states by
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The challenge is therefore to explore the space of routing states by
inverting the configuration function
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The challenge is therefore to explore the space of routing states by
inverting the configuration function
partially (based on the specification)
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The challenge is therefore to explore the space of routing states by
inverting the configuration function
partially (based on the specification) and
in order (based on domain knowledge).
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How do we construct this inverse mapping?

Tree of
routing states

Network &
Configuration

All States &
Environments
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By building a tree of routing states

Tree of
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Building the tree from a bgp network
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Building the tree to invert the configuration
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Building the tree of (partial) routing states
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The routing states tree builds an inverse mapping of the configuration!
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The routing states tree builds an inverse mapping of the configuration!
But how may we do it partially and in order?
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Using the specifications, we can prune branches of the tree
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Using domain knowledge we may influence the traversal
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We can construct the state tree within seconds
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Complete evaluation available in the paper
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