
Transient Forwarding Anomalies
and How to Find Them

Roland Schmid, Tibor Schneider, Georgia Fragkouli, Laurent Vanbever

CoNEXT 2025
2nd of December, 2025



Problem: Analyzing disruptions during routing convergence.
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→ Naively probing the full data-plane state continuously overwhelms networks.



Previous work is either inaccurate or has low prefix coverage.



Goals
We want to measure transient network disruptions:



Goals
We want to measure transient network disruptions:

- accurately,



Goals
We want to measure transient network disruptions:

- accurately,

- for all prefixes,



Goals
We want to measure transient network disruptions:

- accurately,

- for all prefixes,

- without impairing the network‘s performance.
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Evaluation

● Testbed with 12 physical hardware routers
emulating the Abilene network topology.

● Collect synchronized router logs and BGP 
messages to infer transient behavior.

● Gather ground-truth violation times from
actively probing 10 prefixes.
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1. Router-local information is incomplete.
→ Control-plane simulation to infer data-plane updates.

2. Router-local information is inaccurate.
→ Modeling the hardware bottleneck at the FIB.

3. Reconstructing network-wide disruptions from router-local information.
→ Modeling traffic propagation through the network.

Recap: TRIX uses router-local information to infer disruptions.

Paper Link



Additional Material



Measuring the BGP convergence time is not enough.



TRIX mostly detects when there is no violation.
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Modeling propagation improves TRIX' accuracy by up to 50%.





TRIX computationally scales to large networks.
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