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Problem: Analyzing disruptions during routing convergence.
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Analyzing transient network disruptions is hard.

Network disruptions ...
... depend on data-plane state across time,

... and may differ across prefixes.

—> Naively probing the full data-plane state continuously overwhelms networks.



Previous work is either inaccurate or has low prefix coverage.

Hiy B g

Ry B, Hﬂppy Pa(‘kf'

T4
Fesitey (7 Citiltin,

Py .
P 1D 5y u::'._'-l -

Is to v,
ou! |
] R Al
. correlating routied
Of pages; yy e Sy,
2 hach @ agw VisseePA
cad’, B89

s
rancol

ot

s PO

e f

rrag,
T
. i iy

Pty Bear

"'"W?lq..h“.




Goals

We want to measure transient network disruptions:



Goals

We want to measure transient network disruptions:

- accurately,



Goals

We want to measure transient network disruptions:

- accurately,
- for all prefixes,



Goals

We want to measure transient network disruptions:
- accurately,

- for all prefixes,

- without impairing the network’s performance.
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Insight #2: Modeling the hardware bottleneck at the FIB.

e We model the hardware bottleneck at the
FIB with a simple queuing model:
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=== BGP messages URIE logs --- UFDM logs —— IPFIE logs »black hole + next-hop
. . \ .
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FIB with a simple queuing model: 7 £, S 1

22

7

Tdr‘ﬂp if ”h,‘ = {/

up; = max ( ti + Taelay , “P;‘—I) +

Tt otherwise

e For illustration purposes, we set T_delay = 0.

time 5]

0.2 0.4 (.3 . A . 2.2



TRIX: Bridging the gap from control- to data-plane information.

Challenges:

1. Router-local information is incomplete.
—> Control-plane simulation to infer data-plane updates.

2. Router-local information is inaccurate.
= Modeling the hardware bottleneck at the FIB.



TRIX: Bridging the gap from control- to data-plane information.

Challenges:

1. Router-local information is incomplete.
—> Control-plane simulation to infer data-plane updates.

2. Router-local information is inaccurate.
= Modeling the hardware bottleneck at the FIB.

3. Reconstructing network-wide disruptions from router-local information.



Insight #3: Modeling traffic propagation through the network.
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TRIX: Bridging the gap from control- to data-plane information.

Challenges:

1. Router-local information is incomplete.
—> Control-plane simulation to infer data-plane updates.

2. Router-local information is inaccurate.
= Modeling the hardware bottleneck at the FIB.

3. Reconstructing network-wide disruptions from router-local information.
- Modeling traffic propagation through the network.
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Evaluation

e Testbed with 12 physical hardware routers
emulating the Abilene network topology.

e Collect synchronized router logs and BGP

messages to infer transient behavior.

e Gather ground-truth violation times from
actively probing 10 prefixes.
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Overall, TRIX infers violations up to 13-25ms accurate on average.
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The FIB queuing model boosts TRIX accuracy by 25.1% on average.
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Modeling propagation improves TRIX accuracy by up to 50%.
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Recap: TRIX uses router-local information to infer disruptions.

v
.._} MNetworked Systems

. ETHziirich



Recap: TRIX uses router-local information to infer disruptions.

Key insights:

1. Router-local information is incomplete.
—> Control-plane simulation to infer data-plane updates.

')
..+—;- Networked Systems

L ETHzirich



Recap: TRIX uses router-local information to infer disruptions.

Key insights:

1. Router-local information is incomplete.
—> Control-plane simulation to infer data-plane updates.

2. Router-local information is inaccurate.
= Modeling the hardware bottleneck at the FIB.

{
B Networked Systems

— — . .
L ETHzirich



Recap: TRIX uses router-local information to infer disruptions.

Key insights:

1. Router-local information is incomplete.
—> Control-plane simulation to infer data-plane updates.

2. Router-local information is inaccurate.
= Modeling the hardware bottleneck at the FIB.

3. Reconstructing network-wide disruptions from router-local information.
- Modeling traffic propagation through the network.

{
B Networked Systems

— — e .
L ETHzirich



Recap: TRIX uses router-local information to infer disruptions.

Key insights:
1. Router-local information is incomplete.

—> Control-plane simulation to infer data-plane updates.

2. Router-local information is inaccurate.
= Modeling the hardware bottleneck at the FIB.

Paper Link

3. Reconstructing network-wide disruptions from router-local information.
- Modeling traffic propagation through the network.
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Additional Material



Measuring the BGP convergence time is not enough.
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TRIX mostly detects when there is no violation.
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TRIX detects all long violations.
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The FIB queuing model boosts TRIX accuracy by 25.1% on average.
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Modeling propagation improves TRIX accuracy by up to 50%.
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- - Interval algorithm  — Time-agnostic algorithm
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TRIX computationally scales to large networks.
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