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Abstract

In March 2026, the WTO moratorium [37] on customs duties on electronic transmissions lapsed for
the first time since 1998, leaving member states free to impose tariffs on digitally imported goods
but without any settled understanding of how such tariffs could be implemented in practice. This
semester thesis maps the principal technical challenges that a country, and in particular a smaller
or developing economy, would face in attempting to do so: identifying what is being imported,
attributing flows to a jurisdiction, and selecting a point at which to measure them. Identification is
hard because Internet traffic is largely encrypted and packets carry no marker of the transaction’s
nature. Attribution is undermined by content delivery networks and VPNs, which decouple the
network-layer origin of traffic from its commercial origin. Selecting a measurement point in turn
requires distinguishing terminating traffic from mere transit and avoiding double-counting flows
across multiple domestic networks. To illustrate what a response to these challenges might look
like, we sketch a concrete mechanism that operates on flow-level metadata exported by domestic
network operators, without relying on payload inspection or on the cooperation of foreign providers.
The aim is not to propose a definitive architecture but to make the principal challenges of digital
tariff enforcement explicit and to clarify which would need to be addressed before any such scheme
could potentially be deployed.
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Chapter 1

Introduction

1.1 Motivation

International trade policy has long focused on the movement of physical goods across borders.
Tariffs, customs procedures, and rules of origin were all developed for a world in which imported
products could be observed, classified, and valued at the border before entering a domestic mar-
ket. By contrast, the digital economy increasingly delivers economically valuable goods and services
through the Internet, without any equivalent customs infrastructure. Software, audiovisual content,
cloud services, and other digital products can now be consumed across borders at scale [20], yet the
technical and institutional mechanisms that would be required to monitor or tax such flows remain
largely undefined. This creates a growing asymmetry between the economic importance of digital
trade and the regulatory tools available to states that may wish to govern it. This question has be-
come particularly salient in the context of renewed global attention to tariffs and trade imbalances.
While recent tariff measures have primarily targeted physical imports, they also invite a broader
question: what would happen if countries sought to impose tariffs on digitally imported goods?
The issue is especially relevant for lower-income and digitally importing countries, which often face
a structurally unequal digital trade balance vis-à-vis large foreign technology firms [31, 32]. In
such settings, digital imports may generate significant outflows of value while relying on domestic
communications infrastructure that is partly financed, regulated, or subsidised by the importing
state. From that perspective, proposals to tariff certain categories of digital flows are not merely
theoretical, they reflect an emerging concern about revenue, sovereignty, and the distribution of
gains in the digital economy.

The international framework that long suppressed this question has also recently shifted. From
1998 until early 2026, WTO members periodically renewed a moratorium on customs duties on
electronic transmissions, effectively precluding states from imposing tariffs on digital trade [37]. At
the 14th WTO Ministerial Conference (MC14), held in Yaoundé in March 2026, members failed
to agree on a further renewal, and the moratorium lapsed for the first time since its introduction
[35, 34]. The question of how digital tariffs could actually be designed and enforced has shifted
from a hypothetical into a concrete one. Yet the gap between political possibility and technical
readiness remains wide. Key implementation questions: what exactly would be taxed, how digital
imports could be identified and how declarations could be verified have not been resolved at the
level of existing negotiations. Nor has any common understanding emerged on central issues such
as the definition of electronic transmissions, the valuation of digital goods, or the determination of
origin in cases such as streaming platforms and cross-border digital services.
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This thesis takes that gap as its starting point. Rather than taking a normative position on
whether digital tariffs are desirable, or attempting to propose a definitive architecture for imple-
menting them, it asks a more modest question: what would it actually take for a country and in
particular, for a smaller or developing economy to impose tariffs on digitally imported goods? To
that end, this work makes the following contributions:

• It maps the principal technical and institutional challenges that any digital tariff scheme
would have to confront.

• It identifies the key actors involved in any such scheme.

• It sketches a concrete mechanism that illustrates a partial response to these challenges.

1.2 Overview

Chapter 2 situates the work in the post-moratorium policy context, introduces the network con-
cepts on which the rest of the thesis relies, summarises the expert consultations that informed
the project’s framing, identifies the actors involved in any digital tariff scheme, and sets out the
principal technical challenges that enforcement would have to confront. Chapter 3 presents the
design of a concrete mechanism: it defines the taxable event, introduces the Provider Registry that
maps source IP addresses to tariff categories, treats the case of Content Delivery Networks in detail,
and describes the end-to-end measurement pipeline. Chapter 4 reflects on the limitations of the
proposed mechanism, on the definitional and legal questions that remain unresolved, and on the
directions that future work on digital tariff enforcement would need to take.



Chapter 2

Background and Related Work

2.1 TheWTOMoratorium on Customs Duties on Electronic Trans-
missions

From 1998 until 2026, WTO members maintained a moratorium under which they agreed to con-
tinue their current practice of not imposing customs duties on electronic transmissions [23]. The
measure was first adopted at a time when electronic commerce was still emerging and was intended
to support the growth of the digital economy by preventing governments from treating cross-border
digital deliveries in the same way as tariffable physical imports. It was renewed at every subse-
quent Ministerial Conference and became a central background condition for international digital
trade, even though important questions remained unresolved throughout its lifetime, including
what exactly counts as an “electronic transmission” and whether the moratorium covers only the
transmission itself or also the digital content delivered through it.

In its later years, the moratorium became increasingly contested. Many high-income economies
supported its continuation, arguing that it provided predictability for cross-border digital trade
and helped avoid new barriers for services such as software downloads, cloud services, streaming,
and other digitally delivered products. By contrast, several developing countries argued that the
moratorium restricted their policy space, prevented them from raising tariff revenue, and rein-
forced existing asymmetries in the digital economy. These tensions became particularly visible in
the negotiations leading to MC14, where members remained divided not only over whether the
moratorium should continue, but also over whether any extension should be short-term, long-term,
or made permanent.

No agreement was reached at MC14, and the moratorium lapsed at the close of the conference.
WTO members are no longer bound by a multilateral commitment to refrain from imposing customs
duties on electronic transmissions, although their general WTO obligations remain in force. In
practical terms, no member has announced an intention to impose digital customs duties in the
immediate aftermath of MC14, and several, including Switzerland, have indicated they will maintain
the prior practice unilaterally. The lapse therefore opens a window in which the technical and
institutional design of digital tariffs has become a live policy question, even if it has not yet become
a live policy action.

2.2 Network Basics

Because the mechanism developed in this thesis operates at the network layer, this section intro-
duces the networking concepts and telemetry approaches on which the rest of the work relies.

3
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2.2.1 Key definitions

Autonomous System (AS): An autonomous system is a collection of connected Internet Pro-
tocol (IP) routing prefixes under the control of one or more network operators on behalf of a single
administrative entity or domain, that presents a common and clearly defined routing policy to
the Internet [15]. Each AS is assigned an autonomous system number (ASN), for use in Border
Gateway Protocol (BGP) routing [24].

Internet Service Provider (ISP): An Internet Service Provider is a commercial entity that sells
Internet connectivity to end users, businesses, or other networks. Almost every ISP operates at least
one AS and announces the IP prefixes used by its customers. In Switzerland, for example, Swisscom
and Sunrise are the two largest consumer ISPs. We use “ISP” when referring to commercial roles
and obligations (e.g. which entity declares its CDN deployments) and “AS” when referring to
routing-level operations (e.g. which entity generates a flow report).

IP prefix: A contiguous block of IP addresses, written in CIDR notation as e.g. 195.176.0.0/16
[11], that is announced by a single originating AS via BGP. Prefixes are the unit of routing:
routers do not look up individual IP addresses but match destination addresses to the most specific
announced prefix. For our purposes, prefixes are also the unit at which traffic can be attributed to
a network operator and, indirectly, to a jurisdiction.

Border Gateway Protocol (BGP): BGP is the protocol that ASes use to advertise the prefixes
they originate and to exchange information about how to reach prefixes originated by other ASes
[24]. The resulting routing table is decentralised: each AS makes independent decisions about which
paths to prefer, based on commercial relationships (customer, peer, transit) and local policy. BGP
determines the path a packet takes between two ASes but does not directly carry any information
about content, value, or jurisdiction.

Internet Exchange Point (IXP): An Internet Exchange Point is a shared physical infras-
tructure, typically a switching fabric in a neutral data centre, where many ASes can interconnect
efficiently with one another. Rather than each pair of ASes building a dedicated bilateral link, all
participants connect once to the IXP and can then exchange traffic with any other participant.

Content Delivery Network (CDN): A Content Delivery Network is a distributed system
of servers operated by, or on behalf of, a content provider, designed to deliver content to end
users from locations geographically close to them. By caching copies of popular content (videos,
websites, software updates) near consumers, CDNs reduce latency, absorb peak demand, and lower
the volume of traffic that must traverse long-haul links. Three deployment patterns are common:
embedded caches, in which the CDN operator installs servers inside an ISP’s network using the
ISP’s IP space; IXP-hosted nodes, in which the CDN operates servers at neutral exchange points;
and independent CDN ASes, in which the entire CDN is operated as its own AS with its own
prefixes. CDNs are particularly relevant to digital tariffs because they break the naive assumption
that “foreign-origin content arrives from a foreign IP address.”

Virtual Private Network (VPN): A Virtual Private Network is a service that tunnels a user’s
traffic through an intermediary server before forwarding it to its destination. The destination then
sees the traffic as originating from the VPN’s server rather than from the user’s actual location.
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VPNs are used for legitimate privacy and security purposes, for accessing services restricted by
geography, and, in the context of this thesis, can in principle be used to evade jurisdiction-based
traffic identification.

2.2.2 Network Telemetry

Network telemetry refers to the collection and export of information about traffic traversing a net-
work, for purposes such as traffic engineering, capacity planning and security monitoring. Teleme-
try mechanisms can be broadly divided into two categories according to where the information is
carried.

In-band telemetry embeds information directly within the data packets themselves [30]: a
sender, or an intermediate router, writes metadata into a packet field that is then read by down-
stream nodes or by the destination. The information travels with the traffic it describes. One
in-band mechanism in IPv6 is the use of extension headers, discussed below.

Out-of-band telemetry, by contrast, summarises traffic observations at a measurement point
and exports them separately to a collection system [16]. The data packets themselves are not
modified. What is exported is metadata derived from passive observation, typically aggregated
into flow records covering many packets. The principal standardised mechanism for out-of-band
flow telemetry is IPFIX, also discussed below.

The two approaches differ in important practical respects. In-band telemetry allows the sender
(or an intermediate node) to assert information about the traffic that downstream parties would
not be able to derive from observation alone, but it requires every node on the path to process and
preserve the additional fields, and it modifies the packet itself. Out-of-band telemetry imposes no
requirements on intermediate nodes and does not alter the traffic, but it cannot recover information
that is not observable at the measurement point.

IPv6 Extension Headers

IPv6 Extension Headers (EHs) provide a way to extend the IPv6 protocol [9] without modifying
its core header format. They are inserted between the IPv6 header and the upper-layer protocol
header, and are linked through the Next Header field, which enables a chain of optional headers
to be processed in sequence. This mechanism was introduced to make IPv6 more flexible and
extensible while keeping the base protocol stable. Two EH types are especially relevant in this
thesis. The Hop-by-Hop Options header carries optional information that may be examined by
nodes along the packet path, whereas the Destination Options header carries optional information
intended to be examined only by the packet’s destination. Measurement studies further show that,
although IPv6 extension headers are technically supported in controlled settings, their survivability
on the public Internet depends strongly on operational filtering policies, especially in the case of
Hop-by-Hop headers [19]. This distinction is important because it shapes which extension-header
mechanisms can realistically be considered in a packet-level customs architecture.

IP Flow Information Export (IPFIX)

IPFIX is an IETF standard [5] for exporting information about IP traffic flows from routers and
switches to collection systems. A flow is a sequence of packets sharing common properties: typi-
cally the five-tuple of source IP, destination IP, source port, destination port, and transport protocol
observed at a single observation point over some time window. For each flow, an IPFIX record typ-
ically includes the number of packets and bytes transferred, the start and end times, and metadata
such as the source and destination ASNs. IPFIX is widely deployed by network operators for traffic



2.3. INTERVIEWS WE CONDUCTED 6

engineering, capacity planning, and security monitoring. The records are aggregated and do not
contain packet payloads. Our proposed reporting mechanism is built on IPFIX precisely because it
is already deployed at the equipment level in most large ASes, requires no packet inspection, and
produces summary records compatible with privacy expectations.

2.3 Interviews We Conducted

To ground our technical work in the current policy debate, we conducted three expert consulta-
tions between early and mid-March 2026, ahead of the WTO Ministerial Conference (MC14) [35].
Each interlocutor was selected to cover a distinct perspective: international policy and negotia-
tion dynamics (Jose), tax policy (Sarfo), and Swiss policy and research grounded in the IISD [18]
ecosystem (Amon and Krummenacher). The conversations informed both the framing of our work
and several specific design choices, as detailed below.

2.3.1 Rashmi Jose

We contacted Rashmi Jose (IISD) following the IISD-organised webinar Digital Trade and the
WTO: State of Play Ahead of MC14, which provided an overview of the negotiating landscape.
The meeting took place on 3 March 2026.

The conversation served primarily to calibrate expectations regarding the scope of WTO-level
discussions. Jose confirmed that the questions we raise, namely, how digital tariffs could be tech-
nically implemented are not currently being addressed at the WTO, where the debate remains at
a political rather than technical level. She also reported a recurring assertion in WTO circles that
a working tariff system on electronic transmissions would be impossible to implement in practice,
a claim that, in her account, is widely repeated but not backed by detailed technical analysis. She
nonetheless considered that the question of feasibility is the direction the debate would have to
take if the moratorium were not renewed.

Three substantive points emerged from this conversation. First, she outlined the three plausible
outcomes of MC14: a permanent moratorium, the Barbados position (maintaining current practice
with periodic review every two years), and the default outcome of a lifted moratorium should the
166 members fail to agree, the latter being, in her view, the most likely outcome. This framing
motivates our assumption that the post-moratorium scenario is a realistic case worth designing for.
Second, she pointed us toward the Indonesian case, in which the implementation of digital tariffs
was considered before being withdrawn following a bilateral arrangement with the United States.
Third, she emphasised that there is no consensus definition of “digital goods” at the WTO level,
and that the country-of-origin problem has no official answer.

On the methodological question of how to construct credible scenarios, Jose did not point to
specific technical work but suggested two complementary approaches: examining proposed scenarios
and dismantling them individually, or alternatively exploring an unregulated baseline.

2.3.2 Nana Ama Sarfo

Nana Ama Sarfo was contacted following her article A Guide to the WTO E-Commerce Moratorium
Debate [28], which provides a structured overview of the debate from a tax-policy perspective. The
meeting took place on 10 March 2026.

When asked whether the most useful contribution would be a technical feasibility study or a
broader analysis of changes in the Internet landscape, she chose the former unambiguously, arguing
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that questions of measurement, audit, and enforcement are precisely what tax regulators currently
lack and would find valuable.

Sarfo identified the definition of electronic transmission as one of the major unresolved foun-
dational issues, noting a draft US proposal that defines it broadly as transmission by any electro-
magnetic means, together with contextual qualifications. Even with such a definition in hand, she
observed that concrete cases remain unsettled: for an e-book delivered across borders, it is not clear
whether the taxable object is the data actually transmitted or the commercial value of the book
itself. She also pointed to widely varying projections of the tariff revenue that the moratorium
currently forecloses, suggesting that even the magnitude of the stake in this debate is contested.

On the question of how new taxation schemes are likely to emerge, Sarfo argued that the path
of least resistance is to apply customs duties to existing physical goods rather than taxing the
transmission itself. She noted that Value Added Tax (VAT) and Goods and Services Tax (GST)
are frequently invoked as solutions but are widely considered unsatisfactory by tax experts, as they
apply uniformly to all e-commerce providers and do not address the issue of company nationality.
One mitigation discussed in the literature is the use of thresholds, for example exempting small
operators below a revenue ceiling or businesses younger than a given age, although Sarfo was not
entirely convinced these solve the underlying problem.

On country-of-origin attribution Sarfo confirmed that this remains a fundamental unresolved
issue. For a streaming provider such as Netflix [21], she indicated that the relevant jurisdiction
would likely be the one claiming ownership of the content rather than the country of production,
but emphasised that no settled answer exists. She also observed that multinationals are unlikely to
set up regional subsidiaries purely for tax reasons, since other factors (talent pipeline, regulatory
environment) dominate location decisions. Costs would typically be passed to end consumers, with
limited customer churn even at large operators.

On scope, when asked what category of goods would be most tractable, Sarfo suggested focusing
on physical goods that have a digital analog, a category narrow enough to be analytically tractable
while corresponding to real revenue losses. On the underlying motivation, she stated clearly that
the primary incentive for countries to apply digital duties is revenue, not competition policy.

On timing, Sarfo considered it plausible that within five years some countries will no longer
follow the moratorium, but expected limited substantive impact on a 15-year horizon, given the
willingness of many countries to abstain in the near term. She noted that no country is currently
implementing technical solutions to enforce customs duties on digital goods, a de facto standstill
that, in her view, would likely persist even if the moratorium lapsed, since national implementation
would proceed unevenly and produce a fragmented patchwork rather than a coordinated regime.

2.3.3 Cédric Amon and Pascal Krummenacher

We contacted Cédric Amon and Pascal Krummenacher following their article Online Tariffs? What
the End of the E-Commerce Moratorium Means for Digital Trade [1], which represents a published
analysis on the practical implications of a lifted moratorium. The meeting took place on 11 March
2026.

Amon and Krummenacher confirmed that the central question they had encountered while
writing their article: how do you even tax a data packet? remains unresolved at the WTO level.

The most important point for our methodology was their assessment that, in the current debate,
technical feasibility is not seriously challenged. Countries that would have the technical capacity
to implement digital tariffs have no political interest in raising the issue, since they support a con-
tinued moratorium. As a result, technical feasibility remains largely uncontested at the WTO, not
because it has been demonstrated, but because no party has reason to litigate it. This observation
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strengthens the case for producing a concrete technical proposal: such a contribution fills a gap
that is currently invisible in negotiations but would become acute should the moratorium lapse.

On the question of where our work could be most useful regardless of the MC14 outcome,
Amon and Krummenacher identified the operational mechanics of digital tariffs: what they would
apply to, how they would be structured, and how they would be enforced as the area with the
largest knowledge gap. They emphasised the particular value of laying groundwork for smaller
countries, which face unique constraints (limited technical capacity, limited leverage against major
platforms) and have received little tailored guidance. This framing motivates the design choices in
our proposal that prioritise low-overhead reporting (via IPFIX rather than custom telemetry) and
minimal coordination requirements between participating ISPs.

On the discussion of VAT and GST as alternatives, they agreed with Sarfo that these instruments
are too simplistic for the present context. They noted that imposing thresholds as proposed in the
Sarfo interview is technically doable but ultimately a political and development question, with the
underlying concern being whether a developing country would have the willingness and leverage to
take on a major platform.

Regarding the emergence of new taxation schemes, they pointed to a clear pattern: governments
lose revenue and seek to recover it. They highlighted the Indonesian approach: reinterpreting ex-
isting HS codes to apply to digital goods as a concrete precedent, while noting that enforcement
remains a major challenge: company self-declaration is very different from active monitoring and
compliance. On the broader political landscape, they characterised India’s position on the morato-
rium as a bargaining chip in unrelated negotiations (notably agriculture) rather than a principled
stance, and noted that the e-commerce moratorium is consistently placed as a last-resort item on
WTO agendas, reflecting its relatively low priority.

2.3.4 Summary of insights drawn from the interviews

Several themes emerged consistently across the three conversations and have shaped the design of
this work:

• Technical feasibility is the highest-value contribution. Both Sarfo and Amon/Krum-
menacher independently identified technical feasibility: how to measure, audit, and enforce
digital tariffs as the area where rigorous work is most needed and least available. This directly
motivates our focus.

• Revenue, not competition, is the primary policy motivation. Sarfo’s framing is con-
sistent with Amon and Krummenacher’s observation that taxation schemes typically emerge
from revenue gaps.

• The country-of-origin problem is unresolved. All three experts confirmed that no
settled answer exists for attributing digital flows to a jurisdiction.

• Enforcement, not declaration, is the bottleneck. Amon and Krummenacher’s em-
phasis on the difference between self-declaration and active enforcement directly motivates a
network-level reporting approach.

• Smaller countries are the most under-served audience. Tailoring our design choices
to low-overhead, low-coordination implementations follows this observation.
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2.4 Key Actors in Digital Tariff Enforcement

Any analysis of digital tariff enforcement must begin by identifying the parties whose roles, inter-
ests, and constraints shape what is operationally and politically feasible. This section introduces
the five categories of actors that recur throughout the thesis, sets out what each is, what interests
it typically holds, and what challenges it would face under a digital tariff regime.

The National Customs Authority is the domestic public body that would administer a
digital tariff scheme: defining what is taxable, setting the applicable rates, identifying the taxable
parties, and collecting the resulting revenue. Its interest in the question is straightforward: securing
a revenue base that, under the current architecture of the Internet, largely escapes the instruments
available to it. The challenges it faces, however, are substantial. The flows it would seek to assess
originate predominantly abroad, the information needed to identify and value them is not natively
produced by the existing infrastructure, and the entities it might directly regulate are the domestic
intermediaries through which those flows pass and not the foreign providers that generate them.

Domestic Internet Service Providers are the licensed commercial entities through whose
infrastructure incoming international traffic reaches end users in the importing country. They
occupy a structurally central position in any digital tariff scheme because they are simultaneously
domestically regulated and technically capable of observing inbound flows. Under the physical-
goods analogy, in which a customs duty is paid by the domestic importer rather than the foreign
exporter, the ISP is the natural taxable party for digital imports: it is the domestic entity that
takes delivery of foreign-origin traffic and conveys it to the end user. Their interests under a
tariff regime are largely defensive. ISPs have no inherent commercial stake in collecting tariffs on
behalf of the state, and any liability or compliance role could impose operational costs, reputational
exposure, and potential friction with the upstream networks and content providers with whom they
hold commercial relationships. The challenges they would face are correspondingly practical: they
would have to measure and classify heterogeneous flows consistently, distinguish taxable inbound
traffic from transit, and assume a tariff liability.

Foreign Content Providers are the commercial entities established outside the importing
country that deliver digitally traded goods and services to consumers within it. This category
encompasses a broad range of actors: streaming platforms, software distributors, cloud service
operators, online marketplaces, and others, united by the fact that they generate significant inbound
traffic into the importing country. Although they are not the legal taxpayers under the scheme
considered here, their interests are nonetheless engaged. A tariff levied on the ISPs that deliver their
content would, in practice, be passed through to end users in the form of higher prices or restricted
access, which could reduce demand for their services in the importing market. Their concerns are
therefore to minimise this indirect exposure, to avoid being singled out among competitors when
classifications and rates are set, and to resist the proliferation of divergent national schemes whose
cumulative effect would fragment their commercial environment. The country-of-origin question,
which jurisdiction a given digital good should be attributed to when production, ownership, and
delivery infrastructure are distributed across several, remains unresolved and would directly affect
how their flows are classified.

End users are the consumers resident in the importing country who access digitally delivered
goods and services through domestic ISPs. They are not active parties in the administration of a
tariff scheme, but its economic effects are ultimately transmitted to them: a tariff levied on ISPs
for foreign-origin traffic would, as with physical customs duties, in most cases be passed through to
retail prices or service accessibility [3]. Beyond this economic incidence, end users also have a direct
interest in the technical form a tariff scheme takes: schemes that rely on inspecting the content of
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network traffic, for instance, would raise privacy concerns that go well beyond the question of who
pays the tax.

Content Delivery Networks decouple the commercial origin of digital content from its in-
frastructural origin: traffic that is, economically, an import from a foreign provider may appear
at the point of measurement to come from a domestic or third-party network [12]. This is the
principal challenge they introduce to any tariff scheme operating on network-layer signals, since
the ISP that would be liable for the tariff on foreign-origin traffic cannot, by inspection alone,
distinguish a flow from a domestic CDN cache from a flow originating with a domestic provider.
CDNs’ own interests in this question are mixed: as commercial actors they have no inherent incen-
tive to facilitate enforcement, but as infrastructure operators with established relationships to both
content providers and ISPs, they sit at a node in the network where decisions about disclosure or
attribution could have outsized practical effect. The challenges they pose are therefore not only
technical but institutional: any scheme would need to decide how to treat them, whether as a
party with disclosure obligations, as a transparent intermediary whose traffic is attributed to the
underlying content providers, or as something in between, and that decision substantially shapes
what the scheme actually taxes.

2.5 Technical Challenges of Digital Tariff Enforcement

Before turning to the design sketch in Chapter 3, we set out the principal technical challenges that
any scheme for enforcing digital tariffs must confront. These challenges arise directly from the
architecture of the Internet, which was designed to move packets efficiently and reliably between
endpoints, not to support the kind of border-level observation, classification, and valuation that
physical customs procedures rely on. We organise the challenges into three groups: identifying
what is being imported, identifying where it comes from, and identifying where to measure it.

2.5.1 Identifying the taxable object

A first and fundamental challenge is determining what, exactly, is to be taxed. Physical customs
procedures operate on discrete, observable units: a parcel arrives at a border, is opened or scanned,
classified under a code, valued, and assessed. The digital equivalent of this sequence is far less
well defined. An IP flow is not self-describing: a packet’s headers carry source and destination
addresses, port numbers, and a transport protocol, but no field that identifies the nature of the
underlying transaction, the commercial value transferred, or the category of good or service to
which it corresponds.

Traffic classification has historically relied either on port numbers [27] (which are no longer
reliable, as most application traffic now uses HTTPS over port 443) or on deep packet inspection
(DPI) [27], which examines packet payloads to infer the application or content type. DPI, however,
faces two structural obstacles in the contemporary Internet. First, the overwhelming majority of
Internet traffic is now encrypted in transit via TLS [25]. Recent extensions such as Encrypted Client
Hello (ECH) [26] further conceal the Server Name Indication (SNI) in the TLS handshake, which
was previously observable in the clear. Second, performing DPI at carrier scale on traffic destined
for end users would face significant legal obstacles in jurisdictions with strong communications-
privacy regimes [10]. For these two reasons, we exclude payload inspection from the design space
of this thesis: any feasible mechanism must operate on metadata that is observable from packet
headers and flow records.

A natural alternative is to require the originating party to declare the nature of the traffic itself.
Two implementations of this idea are conceivable. The first is an explicit packet-level marking: a
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new field, or a repurposed existing field, in which the sender encodes a tariff classification and a
country of origin. In IPv6, natural candidates are the Hop-by-Hop Options and Destination Options
extension headers introduced in Section 2.2. The second is a flow-level or session-level declaration
outside the data plane, for example through a registry consulted by the customs authority.

The packet-level option, while conceptually attractive, faces a serious empirical obstacle. Iurman
and Donnet [19] have shown that IPv6 packets carrying extension headers are dropped at substantial
rates by intermediate routers, particularly when the Hop-by-Hop Options header is used. Because
a single dropping router anywhere on the path is sufficient to prevent the packet information
from reaching its destination, any tariff-relevant marking embedded in an extension header would
risk impairing the very traffic it is meant to classify. A second obstacle is that any such scheme
presupposes the cooperation of the foreign sender: the originating provider would need to be willing
to label its own outbound traffic with the information the importing country requires to assess the
tariff. Whether an importing country could compel foreign providers to do so is a legal and political
question. Taken together, these obstacles make packet-level declaration less attractive as a primary
mechanism, and motivate the shift to a flow-level approach in our design.

2.5.2 Identifying the origin of the traffic

A second challenge is determining the jurisdiction to which a given flow should be attributed. As all
three of our interviewees confirmed (Section 2.3), no consensus definition of the “country of origin”
of a digital good exists at the WTO level. Even setting the policy question aside, the underlying
technical attribution is non-trivial. One readily available signal is the source IP address of inbound
traffic. Every packet header carries a source address, and every globally routed prefix is registered
to a single holder in the regional registry data, which provides a stable basis for attribution.
But the operator of the AS from which traffic enters the importing country is frequently not the
entity that economically supplies the good. Two structural complications stand out. First, CDNs
systematically decouple the IP-layer origin of traffic from the commercial origin of the content.
Some CDNs ship hardware to domestic ISPs, which install it inside their own networks and assign
it addresses from their own prefix space: a film streamed by an end user from such a cache is,
at the IP layer, served from a prefix belonging to the domestic ISP, and the source IP therefore
appears domestic. In other deployments, the CDN announces its own prefixes from its own AS and
serves content on behalf of thousands of distinct originating providers. Here the source IP correctly
identifies the traffic as foreign, but it traces back to the CDN rather than to the underlying content
provider on whose behalf the bytes are being served. Source-IP-based attribution will, in all these
cases, either under-count the foreign import (when the cache is domestic) or attribute it to the
CDN rather than to the underlying content provider. Second, VPNs and other tunnelling services
can deliberately obscure the true source of a flow. From the perspective of the destination AS, the
packets arrive from the tunnel’s exit node. The original source is hidden behind the tunnel. This
is a residual evasion risk that any proposed mechanism must acknowledge even if it cannot fully
eliminate it.

2.5.3 Identifying where to measure

A third challenge is selecting the point in the network at which traffic is observed and accounted
for. Two constraints jointly determine the viable measurement points.

The first is the need to avoid taxing transit traffic. A non-trivial share of the traffic carried
by a domestic AS may not be destined for end users within the importing country at all: the AS
may serve as a transit network for flows between two foreign endpoints, or carry traffic exchanged
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at a regional interconnection point on behalf of foreign networks. A tariff levied on all inbound
bytes observed by a domestic AS would therefore over-count, in some cases dramatically, the actual
volume of digital imports consumed in the country. Distinguishing imports from transit requires
that the measurement mechanism account not only for the source of a flow but also for whether its
destination prefix is announced by an AS serving end users within the importing country.

The second is the need to avoid double-counting. In a market with several ISPs, the same
logical import may traverse multiple domestic networks before reaching the end user. If both net-
works report the same flow as inbound, the tariff base would be inflated. A coherent scheme must
therefore define a single canonical observation point per flow, typically the AS that announces the
prefix containing the end user’s address.

Taken together, these challenges narrow the design space considerably. Payload inspection is
less attractive, given the prevalence of TLS and the possible legal constraints on inspecting end-user
communications. Packet-level declaration by senders with IPv6 extension headers is unreliable in
practice, given the empirical fragility of IPv6 extension headers in the public Internet. Naive source-
IP attribution is insufficient, given the systematic decoupling of IP-layer origin from commercial
origin introduced by CDNs. And any measurement scheme must distinguish terminating traffic from
transit and avoid double-counting across multiple domestic networks. The mechanism proposed
in Chapter 3 responds to these constraints: it combines an IPFIX-based flow-reporting layer at
domestic ASes with a registry that maps source prefixes to foreign entities and tariff categories,
drawing on public Regional Internet Registry data and on disclosures from domestic operators
hosting foreign infrastructure.



Chapter 3

Design

This chapter presents a technical sketch of how digital tariffs on inbound Internet traffic could be
implemented at the network layer. The aim is not to propose a definitive architecture but rather
to illustrate what a partial response to the technical challenges identified could look like.

The chapter proceeds in five parts. Section 3.1 presents the design philosophy. Section 3.2
defines the taxable event and illustrates why the chosen definition avoids over-counting transit
traffic and double-counting flows that cross multiple domestic networks. Section 3.3 describes
the Provider Registry, the central administrative artefact through which source IP addresses are
mapped to tariff categories. Section 3.4 treats the CDN case in detail. Section 3.5 sets out the
end-to-end measurement pipeline.

3.1 Design Overview

The mechanism is built around a single principle: the importing country measures and assesses
inbound digital traffic using domestic instruments and publicly available information alone. Three
design commitments give this principle operational content.

First, the scheme relies only on domestic legal subjects. The taxable party is the domestic
ISP, mirroring the treatment of physical imports, where customs duty is paid by the domestic im-
porter rather than the foreign exporter [33]. The identification of foreign providers, on which the
classification of flows depends, is performed through external observation of public registry data
and, where applicable, disclosures from domestic ISPs hosting foreign infrastructure. No element
of the scheme requires foreign content providers to register with the Customs Authority, mark their
outbound traffic, or otherwise actively participate in its administration. This is a deliberate choice:
it avoids the jurisdictional question of whether an importing country can compel foreign providers
to cooperate.

Second, there is no payload inspection. The scheme operates exclusively on network-layer and
flow-level metadata. It does not inspect packet payloads, does not attempt to defeat transport-
layer encryption, and does not depend on the survival of optional packet markings such as IPv6
extension headers. The information used is precisely the information that ASes already export for
traffic engineering and capacity planning.

Third, the mechanism relies on three pre-existing components: IPFIX flow telemetry, which is
already deployed on the routing equipment of most large ASes; the bulk WHOIS [8] and RDAP [17]
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data published daily by the five Regional Internet Registries [22]; and ordinary domestic regulatory
authority over licensed network operators. No new protocols and no new standards bodies are
required.

3.2 The Taxable Event

A unit of inbound traffic is taxable under the scheme if, and only if, both of the following conditions
hold:

1. Its destination IP address falls within the announced prefix space of a domestic Autonomous
System.

2. Its source IP address is attributed, under the Provider Registry described in Section 3.3, to
a foreign entity.

The first condition restricts the tariff base to terminating traffic: bytes that enter the domestic
network economy and are delivered to an end user within the country. Traffic that merely transits
the country’s infrastructure on its way to a foreign destination is excluded. This parallels the
customs treatment of physical goods, where Article V of the GATT guarantees freedom of transit
and exempts traffic in transit from customs duties and from charges other than those commensurate
with the administrative or service costs of transit [36, Art. V:3]. The second condition restricts the
tariff base to cross-border flows, excluding traffic exchanged between two domestic endpoints.

The combined effect of these two conditions is that the tariff base captures precisely the flows
that represent foreign digital imports into the domestic economy, and excludes both transit traffic
and purely domestic traffic.

3.2.1 Avoiding transit over-counting and inter-ISP double-counting

The “terminating traffic” rule is intended to address the two measurement problems identified in
Section 2.5.3: that a tariff levied on all inbound bytes observed by a domestic AS would conflate
genuine imports with transit traffic between two foreign endpoints, and that a single logical flow
traversing several domestic ASes before reaching the end user would be counted once per hop. Both
problems are addressed by the same rule: an AS reports only those flows whose destination IP falls
within its own announced prefix space. Under this rule, each terminating flow is observed and
reported by exactly one domestic AS: the AS that announces the prefix containing the destination
IP regardless of how many other domestic networks the flow traversed on its way there.

Figure 3.1 illustrates this. A flow from an Italian provider, destined for an end user in Geneva,
is shown traversing Swisscom, leaving the country via a French AS, and re-entering via Sunrise
before reaching the consumer. The flow “enters” Switzerland twice. Yet only Sunrise reports it,
because only Sunrise announces the prefix in which the destination IP sits. Swisscom observes
the flow as transit and does not export a record for it. The flow is counted exactly once, and is
attributed to the AS that actually delivered it to the end user.

3.3 The Provider Registry

The Provider Registry is the central administrative artefact of the scheme. Its purpose is to provide
the authoritative mapping from observed source IP addresses to the foreign entity behind them and
to a tariff category.
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Figure 3.1: Avoiding transit over-counting and inter-ISP double-counting. A flow originating from
an Italian provider and destined for a Geneva end user transits Swisscom’s network, leaves the
country via a French AS, and re-enters via Sunrise before reaching the consumer. Although the
flow appears to “enter” Switzerland twice, only Sunrise reports it to the Revenue Collector, because
the destination IP terminates in Sunrise’s announced prefix space. Swisscom observes the flow as
transit traffic and does not export a record.

3.3.1 From prefixes to tariff categories

Primary entries are derived from the bulk WHOIS and RDAP data published by the five Regional
Internet Registries (ARIN, RIPE NCC, APNIC, LACNIC, AFRINIC). These registries publish,
in standardised machine-readable formats and on a daily refresh cycle, the authoritative record of
which legal entity holds each globally allocated IP prefix. The National Customs Authority ingests
this data automatically, producing a current mapping of every allocated IP prefix to its registered
organisation.

To each foreign organisation appearing in the primary entries, the Customs Authority could
assign a Tariff Category Code by administrative decision. The classification taxonomy could distin-
guish digital goods and services by type: video streaming, cloud computing, search, social media,
software distribution, etc. and would determine the applicable tariff rate. The Customs Authority
would publish the classification and ground it in the organisation’s primary commercial activity.
Foreign organisations not yet individually classified would fall under a default Tariff Category Code,
which the Customs Authority could later replace with an explicit classification as resources permit.

3.3.2 Granularity of attribution

The procedure described above maps each allocated prefix to the organisation that holds it, and
assigns a Tariff Category Code to that organisation. This works at the granularity at which RIR
data is published: the legal entity. It does not, by itself, distinguish between different products
or services delivered by the same entity. If a foreign organisation delivers, say, both a streaming
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service and a software-distribution service from prefixes registered under a single legal holder, the
registry will assign them the same Tariff Category Code, even if the importing country’s taxonomy
would otherwise treat them differently. A related but distinct case, in which the holder of the prefix
is not the commercial actor behind the traffic at all, arises with content delivery networks and is
treated separately in Section 3.4.

3.4 Handling Content Delivery Networks

CDNs are the principal structural challenge for any tariff scheme that relies on source-IP attribution.
As discussed in Section 2.5.2, they systematically decouple the IP-layer origin of traffic from its
commercial origin. The nature of this decoupling and what the scheme can do about it depends
on how the CDN is deployed. We distinguish two cases that behave very differently at the network
layer: CDNs that operate their own Autonomous System, and CDNs whose servers are embedded
inside a domestic ISP.

3.4.1 CDNs operating their own AS

The first case covers CDNs that announce their own IP prefixes from their own AS. Two deployment
patterns fall into this category, and they look structurally identical from the perspective of the
scheme.

The first is the IXP-hosted pattern. The CDN installs servers at a neutral Internet Exchange
Point such as SwissIX [29] or CIXP [4], peers there with domestic ISPs, and announces its prefixes
from its own AS. Netflix’s Open Connect infrastructure is a canonical example: roughly half of its
global server fleet sits at IXPs, all announced from a Netflix-owned AS [2].

The second is the independent-CDN-AS pattern, used by operators such as Cloudflare [7]. A
distinctive feature of these networks is the use of anycast [6]: the same IP prefix is announced via
BGP from many physical locations simultaneously, and each network’s BGP selects the topologically
nearest copy.

In both patterns, the source IP address of packets reaching a domestic end user belongs to
the CDN’s own prefix space and is registered, in RIR data, to the CDN’s legal holder typically a
foreign legal entity. This holds regardless of where the server physically sits. A Cloudflare server
in a Zurich data centre delivering bytes to a Swisscom customer uses a source IP from a Cloudflare
prefix registered in the United States. The source IP is unambiguously foreign in the registration
sense.

This configuration is handled by the primary-entry mechanism described in Section 3.3, with
no additional declaration or disclosure required. The source IP resolves via RIR data to the CDN’s
registered foreign organisation, and the traffic is attributed accordingly. Figure 3.2 illustrates the
resulting flows: a foreign CDN AS delivers content to end users across multiple domestic ASes, and
each receiving AS reports the terminating flows it observes in the normal way.

It is worth being explicit about what is and is not captured here. The scheme correctly identifies
the CDN as the commercial source of the bytes, and applies the rate associated with the CDN’s
Tariff Category Code to the flow. It does not capture the underlying providers on whose behalf
the CDN may be serving content: a single CDN AS may deliver traffic for thousands of distinct
upstream customers, each potentially classifiable under a different Tariff Category Code, but the
IPFIX records contain no information about which upstream is being served. The flow is therefore
assessed at a single rate determined by the CDN’s classification, and the scheme treats the CDN
as a single commercial entity for the purpose of rate-setting. This is a structural consequence
of relying on network-layer signals alone. It would then potentially fall to the CDN to pass the
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Figure 3.2: CDN with its own AS, each domestic AS reports the terminating flows it observes

resulting tariff on to its own customers, namely the providers whose content it serves, recovering
the cost from them rather than absorbing it.

3.4.2 CDNs embedded inside a domestic ISP

The second case is the one in which the CDN does not operate its own AS on the public Internet
for the appliance in question. Instead, the CDN ships physical hardware to a domestic ISP, which
installs it inside its own network and assigns it IP addresses from the ISP’s own prefix space.
Google Global Cache is a canonical example of this pattern: per Google’s operator documentation,
the ISP supplies the IP subnet for the GGC node [14] and re-advertises the node’s subnet to the
public Internet from the ISP’s own AS [13]. From the perspective of source-IP attribution on
the public Internet, traffic from such a node is indistinguishable from any other traffic from the
host ISP. From the perspective of source-IP attribution, this configuration is a qualitative break
from the previous case. The packets a Swisscom customer receives from such an embedded cache
carry a source IP that belongs to Swisscom’s prefix space, is announced via BGP from AS3303
(Swisscom), and resolves in RIR data to Swisscom. Nothing in the packet, in BGP, or in RIR data
signals that the cache is operated by a foreign content provider on foreign-owned hardware. Under
the primary-entry mechanism, the flow would resolve as domestic-to-domestic and be discarded
as outside the tariff base. The bytes that, economically, represent a foreign digital import are
invisible to the scheme. What the scheme does see, in this configuration, is the cache-fill traffic:
the flow by which the foreign content provider replenishes the cache from its own infrastructure
abroad. This traffic terminates in the hosting ISP’s prefix space and carries a foreign source IP that
resolves to the content provider under the primary-entry mechanism. However, cache-fill might be
a small fraction of content-delivery volume: the entire purpose of embedded caching is to serve
repeated requests locally and replenish the cache only periodically, so the observable cross-border
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traffic underestimates the economic flow significantly. Figure 3.3 illustrates this configuration: the
cache-fill flow is reported and attributed to the foreign provider, while the content-delivery flows
from the cache to end users go entirely unobserved by the tariff scheme.

Swiss border

Italian AS

Sunrise
(AS6730)

Swisscom (AS3303)

SWITCH
(AS559)

CDN

Revenue Collector

packet path

cache fill

IPFIX report

CDN

end user

Figure 3.3: Embedded CDN without disclosure, only the cache-fill flow crosses the border with a
foreign source IP and is reported. The content-delivery flows to end users carry a domestic source
IP and are invisible to the scheme.

This leaves a design choice rather than a technical problem. Two options are available, and
they differ not in their feasibility but in what they cause the scheme to tax.

The first option is to tax only the cache-fill traffic. Under this option, the scheme takes no
action beyond the primary-entry mechanism. Embedded caches are treated implicitly: the cache-
fill flow that crosses the border to populate the cache is captured and taxed as foreign-to-domestic
delivery, while the subsequent serving of content from the cache to end users is treated as domestic
activity and falls outside the tariff base. The revenue base will be substantially smaller than the
economic volume of foreign content actually consumed, since the cache-fill traffic is by design a
small fraction of the content-serving traffic, that is the entire purpose of the cache. The scheme
would, in effect, tax the wholesale movement of content into the country and not the retail delivery
to consumers.

The second option is to declare the cache to the Customs Authority. Under this option,
the hosting ISP is required to disclose to the Customs Authority the IP addresses within its prefix
space that are operated by, or on behalf of, a foreign content or infrastructure provider. The disclo-
sure identifies, for each range of addresses, the foreign operator and the commercial nature of the
arrangement. The Customs Authority maintains these disclosures as extraterritorial entries that
override the primary-entry classification for the affected addresses. An IP listed as an extraterrito-
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rial entry is treated as foreign-sourced and attributed to its declared operator, irrespective of the
underlying prefix being allocated to a domestic ISP. Figure 3.4 illustrates the resulting behaviour:
with the cache declared, every flow from the cache to end users in Swisscom, Sunrise, or SWITCH
is now visible to the scheme and attributed to the foreign operator. The revenue base reflects the
actual retail delivery volume rather than only the cache-fill volume.

Swiss border

Italian AS

Sunrise
(AS6730)

Swisscom (AS3303)

SWITCH
(AS559)

CDN

Revenue Collector

packet path

cache fill

IPFIX report

declared
CDN prefix

end user

Figure 3.4: Embedded CDN with disclosure: the CDN’s addresses are registered as extraterritorial
entries, so every flow from the cache to end users in Swisscom, Sunrise, and SWITCH is attributed
to the foreign operator.

This second option has two costs not present in the first. It imposes a regulatory obligation on
domestic ISPs that, as discussed earlier, places them in a position of structural conflict with the
commercial counter-parties whose infrastructure they host. And it requires an audit mechanism,
since the disclosures rest on the ISP’s own characterisation of the arrangements inside its network.
Whether these costs are acceptable depends on how much the importing country values capturing
the retail delivery volume, and on the political and administrative capacity it has to enforce the
disclosure obligation.

The choice between the two options is not technical but substantive: it determines what the
scheme effectively taxes. The first option taxes the international transport of content. The second
taxes the domestic consumption of foreign content. Both are defensible positions, and a country may
legitimately prefer either. The mechanism described in the remainder of this chapter is compatible
with both: the measurement pipeline operates identically in either case, with the extraterritorial-
entry mechanism either populated or empty.
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3.5 The Measurement Pipeline

Measurement proceeds through three stages: collection at domestic ASes, enrichment and filtering
at the Revenue Collector, and aggregation for assessment.

3.5.1 Collection

Each domestic AS configures its IPFIX exporters to emit flow records for all flows whose destination
IP address falls within the AS’s own announced prefix space. The rule is uniform and unconditional:
the AS reports all terminating flows, regardless of source. No source-side filtering or classification
is performed at the AS level. Flows whose destination IP does not fall within the AS’s announced
prefixes are not exported.

3.5.2 Enrichment and filtering

The Revenue Collector receives flow records from all domestic ASes. For each record, it performs
a source-IP classification using the Provider Registry. Classification proceeds in two steps. First,
the source IP is checked against the extraterritorial-entry list. If no match is found, the source IP
is resolved through the primary-entry mapping derived from RIR data. The classification yields
one of three outcomes:

• Domestic source: The IP resolves to a domestic entity under primary entries and does not
appear in extraterritorial entries. The record is discarded as domestic-to-domestic traffic,
outside the scope of the tariff.

• Foreign source via primary entry: The IP resolves to a foreign organisation under primary
entries. The flow is enriched with the corresponding Tariff Category Code and is retained for
aggregation.

• Foreign source via extraterritorial entry: The IP appears in the extraterritorial-entry list and
is attributed to the Tariff Category Code of its declared foreign operator. The flow is enriched
and retained as in the preceding case.

Each retained record carries three pieces of information that the assessment step requires: the
reporting domestic AS, the Tariff Category Code to which the source IP has been attributed via
the Provider Registry, and the byte volume of the flow.

3.5.3 Aggregation and assessment

Retained flows are aggregated by reporting domestic AS and Tariff Category Code over the billing
period. For each domestic ISP, the Revenue Collector computes the total volume of terminating
foreign traffic it delivered in each Tariff Category Code.

Consistent with the treatment of physical imports, the legal taxpayer is the domestic ISP that
delivered the traffic to its end users. Each domestic ISP receives a single assessment per period,
equal to the sum, over all categories, of imported volume times the applicable rate. Formally, the
tariff owed by domestic ISP a in period p is

Ta,p =
∑
c∈C

Va,c,p × rc, (3.1)
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where C is the set of Tariff Category Codes, Va,c,p is the aggregate byte volume of terminating
inbound traffic in category c delivered by ISP a in period p, and rc is the tariff rate for category c.
Rates apply uniformly to all foreign-origin traffic in the same category, irrespective of which foreign
organisation originated it.

The compute overhead of this pipeline deserves brief comment. The mechanism as described
relies entirely on infrastructure that domestic ASes already operate: IPFIX exporters are typically
embedded in the same routing equipment that forwards traffic [16], and the additional work im-
posed at the AS level: emitting flow records for terminating flows, which the equipment already
produces is marginal. The Revenue Collector’s enrichment step is a source-IP lookup against a
Provider Registry of bounded size, performed once per flow record rather than once per packet,
operationally equivalent to the flow-collection deployments already run by large network opera-
tors. The aggregation step is a routine sum over flow records grouped by reporting AS and Tariff
Category Code. None of these stages requires per-packet processing, payload inspection, or new
hardware. That said, the actual computational cost of the pipeline at the scale of a national op-
erator’s flow volume, and the storage and retention costs associated with the resulting records,
are not evaluated quantitatively in this thesis. Establishing concrete bounds on these costs, and
identifying any bottlenecks that would emerge under realistic flow rates, is a necessary step before
any operational deployment could be contemplated, and is left as future work.



Chapter 4

Outlook

4.1 Reframing The Feasibility Debate

The principal contribution of this semester thesis is to reframe the recurring claim in WTO debates
that the enforcement of digital tariffs is technically infeasible. As reported in Section 2.3.1, this
claim is widely repeated but, in the experience of our interlocutors, not backed by detailed technical
analysis. The work presented here does not establish that a complete and satisfactory enforcement
architecture exists. But it shows what the challenges are. The mechanism sketched in Chapter 3
illustrates that partial responses to some of these challenges are feasible, while others remain open
and would need to be investigated before any real deployment could be contemplated. The burden
of argument shifts from “it cannot be done” to “here are the problems that must be solved, and
here is which of them have plausible technical responses.”

4.2 Definitional And Legal Questions

A recurring difficulty throughout this work has been that too many of the concepts on which a digital
tariff scheme would rest remain vague. What exactly constitutes an “electronic transmission” for
the purpose of the tariff, and what rule determines the country of origin of a digital good, are both
questions to which no settled answer exists at the WTO level. Without clear definitions, no concrete
enforcement architecture can be precisely designed either. Precise definitions are a prerequisite for
precise product classification. The treatment of embedded CDN caches in Section 3.4.2 illustrates
the same point from another angle: the question of whether the scheme should tax only the cache-
fill traffic that crosses the border, or also the retail delivery of cached content from inside a domestic
ISP, is not a question network measurement can answer. It depends on what one takes the tariff
to be levied on in the first place. Without settled definitions, the architecture cannot be settled
either: any architecture risks either making implicit definitional choices that the political process
has not endorsed, or leaving them open and producing assessments that are themselves ambiguous.
A future in which the WTO, or some comparable multilateral forum, clarified what an electronic
transmission is and what determines its origin would not by itself produce a working enforcement
architecture, but it would make the construction of one substantially more tractable.

Adjacent to these definitional questions are legal ones that this thesis did not resolve and that a
complete proposal would have to engage: whether an importing country can compel a domestic ISP
to disclose the operator of an embedded cache, whether it can compel domestic ISPs to export the
flow records on which the entire measurement pipeline depends, and, more broadly, whether and
under what conditions foreign content providers could be required to label the data they export
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into a given jurisdiction. These require combined network and legal expertise, and serious progress
on the implementation of digital tariffs will require sustained dialogue between network engineers,
trade lawyers, and tax-policy specialists.

4.3 Adversarial Behaviour

The mechanism is presented under the assumption that participating actors behave as the design
expects. A complete proposal would need to engage adversarial behaviour by each of the relevant
actors. The most immediate concern is end-user evasion through Virtual Private Networks: a
scheme that can be circumvented at scale by consumer-grade tunnelling services has limited prac-
tical value, and the extent to which the tariff base would erode under realistic VPN adoption is
an empirical question this thesis does not resolve. A second concern is the integrity of source-IP
attribution itself, on which the entire enrichment step depends. Whether this signal can be made
robust against deliberate manipulation is an open question. A third concern is the Revenue Col-
lector itself, which by design concentrates classification authority, registry data, and assessment
computations in a single system. It is therefore both a high-value attack surface and a single point
of trust whose compromise would affect the entire scheme.

4.4 Exploring Strategic Responses

Beyond adversarial behaviour, the analysis in Chapter 3 is static: it asks how a mechanism would
measure the Internet as it currently exists. Any real deployment would change the very landscape
it measures. Under the cache-fill-only baseline for embedded CDNs, foreign providers acquire a
clear incentive to push as much serving as possible behind embedded caches. Conversely, under
the disclosure variant, foreign providers and their hosting ISPs may renegotiate their commercial
arrangements to share or restructure the resulting tariff exposure. More generally, foreign providers
may have incentives to re-architect their delivery infrastructure to be classified under lower-rate
Tariff Category Codes or attributed to jurisdictions whose tariff exposure to the importing country
is lower. Whether such restructuring is materially possible, and at what cost, is an empirical
question that depends on the classification taxonomy adopted.

4.5 Valuation

A last point to mention is the question of valuation. The scheme assesses on byte volume, which
is a poor proxy for commercial value: a high-bitrate video stream and a low-bitrate but high-
value software download are taxed very differently from what their economic significance would
suggest. Whether any volume-based assessment can be made to track commercial value, perhaps
by differentiated per-category rates calibrated against estimated average value densities, or whether
a fundamentally different assessment basis would be required, is an open question that any future
refinement of this work would have to confront.



Chapter 5

Summary

With the lapse of the WTO moratorium on customs duties on electronic transmissions at MC14,
this thesis asked what it would actually take for a country, particularly a smaller or developing
economy, to impose tariffs on digitally imported goods. Rather than arguing for or against such
tariffs, we mapped the principal technical challenges any such scheme would face and sketched what
a partial response could look like.

The interviews with Jose, Sarfo, and Amon/Krummenacher motivated the focus on three chal-
lenges: identifying what is imported, where it comes from, and where to measure it. Together
they rule out payload inspection, packet-level declaration via IPv6 extension headers, and naive
source-IP attribution, and they require distinguishing terminating traffic from transit while avoiding
double-counting.

This contribution is modest: it does not establish that a complete enforcement architecture
exists, and several challenges remain only partially addressed. What we have tried to do is lay
out the problem in a form on which further work can build: an explicit map of the challenges and
one concrete mechanism that illustrates what a partial response could look like. We hope that this
foundation makes it easier for subsequent work to engage the remaining open questions on technical
rather than purely rhetorical terms.
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